
 

EMSP 
 

Environmental Management Support Project 
Result 4.1 

 
 
 
 
 
 
 

Needs Assessment for IT at 
WREA and PWREOs  

 
 
 
 

 
 
 
 
 
 
 
 
 
 

EDIMS 10th February 2011 



Needs Assessment for IT at WREA and PWREOs 

 2

Table of Contents 

1 Needs Assessment 3 
Recommendation 1: Network administrator in all departments 3 
Recommendation 2: Antivirus with automatic updates on all computers 3 
Recommendation 3: File sharing in all departments and central backup 4 
Recommendation 4: All departments can publish on the internet using Joomla 4 
Recommendation 5: All networking within WREA and at PWREOs is wireless 4 
Recommendation 6: Better Internet bandwidth 5 
Recommendation 7: Databases are shared in one copy only (except for backups) 5 
Recommendation 8: Special Equipment procured 5 

2 Procurement Plan 5 

Annex 1: Questionnaire Answers for IT at WREA 8 
Questionnaire 1: Hardware and Networking at WREA 8 
Questionnaire 2: Databases and Software at WREA 9 
Questionnaire 3: IT related Human Resources at WREA 11 

Annex 2: Targets for IT at WREA and PWREOs 13 
Hardware and Networking 13 
Databases and Software 13 
IT related Human Resources 14 



EMSP Result 4.1 

 

 3

 

1 Needs Assessment 
Based on answers to questionnaires as documented in Annex 1 and the targets for IT at WREA and 
PWREOs at the end of 2011 as documented in Annex 2, some gaps between existing conditions and 
the targets have been detected. These gaps lead to the following recommendations as well as a draft 
procurement plan (see next section). 

Recommendation 1: Network administrator in all departments 
Most of the problems described by respondents during the interviews can be traced back to lack of a 
practical person who solves the day-to-day problems (everything from printer problems to clean-up 
after a virus attack). Many of these problems relate to networking. Except maybe at DMH and DWR 
no single person can be asked for assistance when an IT and network problem occurs. Too much time 
is wasted by having everybody attempting to be a network administrator. Further, the existing 
equipment is far from being used adequately (for example printer and file sharing is virtually never 
installed although peer-to-peer networking could be implemented without new procurement of 
hardware). 

It is recommended that each department has a staff member with a clear job description which 
includes at least the following tasks: 

a. Maintain access rights for users and user groups on the network 
b. Administrate shared resources: file folders, printers and internet access 
c. Install new software 
d. Solve printer problems 
e. Ensure antivirus software being updated 
f. Assist in clean-up after a virus attack 
g. Take backups on a regularly basis of file and database servers  

More than one department can share such a resource person but the total number of network 
administrators within WREA should not be less than three. They must be equipped with a mobile 
phone and their phone numbers made visible in all offices within WREA. 

Recommendation 2: Antivirus with automatic updates on all computers 
A rather surprising setup was discovered during the interviews, namely that a substantial amount of 
all computers (maybe as high as 40%) are private. It is common that staff, especially at higher ranks, 
bring their own laptop for use in the office. Whether this is seen as an advantage or not it creates some 
special challenges. The private computers can hardly be required to follow certain standards in terms 
of networking, base software and virus protection. 

Too much time is wasted due to attack from trojan horses, computer viruses and other types of 
malware often spread via memory sticks. Further, data have been lost for example when the only way 
to clean an infected computer was to format disk drives.  

If Recommendation 3, 5 and 1 will be followed there are two ways to reduce this waste of time and 
loss of data: 

1. All computers, WREA-owned and private, must be equipped with automatic updated 
antivirus software (i.e. software that is updated via the internet when new viruses and other 
malware appear). High quality anti-malware updates hardly come for free and WREA should 
set aside the necessary amount of money on its annual budget to cover expenses. The amount 
will certainly pay back in terms of increased productivity of WREA staff.  

2. Intranets with servers can be configured to offer real time protection against the installation 
of malware on computers in the network. This type of protection scans all incoming network 
data for malware and blocks any threats it comes across. The future WREA network 
administrators shall be able to implement and maintain this type of protection. Use of 
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memory sticks for file copying shall be discouraged (and is needed less when file sharing 
becomes common – see Recommendation 3). 

Recommendation 3: File sharing in all departments and central backup 
In an IT environment where computers are connected to each other as local area networks (LANs) it 
is common to divide these intranets into domains that share resources (printers, files and other 
resources). In particular, a folder (maybe C:\Shared\) on one computer may appear as a virtual disk 
drive (maybe an S: drive) on other computers. In this case files and subfolders in C:\Shared\ are 
accessible on other computers as read only or as something that can be written to but not deleted on 
the S: drive. Several other combinations of access rights can be configured. Typically two folders are 
shared: one with documents (read and write) and one with shared programs (read only). Sharing 
databases may require a third folder with special access rights. 

This type of file sharing comes in two varieties: peer-to-peer and server-based. When the number of 
computers in a domain is less than say 8 or 10, peer-to-peer is often the most attractive. No servers are 
needed and all computers are equal. Still one of them could act as a common repository for example 
for storing documents of common interest. These documents, shared by say 8 people, are backed up 
from one folder on a regular basis. 

When the domain is larger than 8-10 computers, a file server will be needed. It is often locked up in a 
small room or closet, never switched off, and not used for other purposes than sharing files. It is only 
accessed when access rights are changed or something goes wrong. An interesting alternative to file 
servers is a Network Attach Storage (NAS), which is a box with RAID disks and software that makes 
files on the disk array visible to groups of client computers on the network.  A printer server may or 
may not be the same as the file server or NAS. Files on file servers and a NAS are backed up 
regularly (by the network administrator). 

The recommendation is that during 2011, all computers within WREA as well as computers at 
PWREOs become members of file and printer sharing domains. This will require a moderate 
investment in file servers or NAS units and their setup and configuration. Outsourcing of this task 
may be considered. 

Recommendation 4: All departments can publish on the internet using Joomla 
At present Joomla is used at the Cabinet, DWR, DMH, Remote Sensing Centre (WERI) and some 
divisions within DESIA mostly for publishing news on the WREA website. Staff trained in use of 
Joomla exists but appears to be limited to the mentioned departments. One of the expected results of 
the new EMSP project is a wider use of WREA datasets by WREA partners and line ministries. A 
natural way to implement this is obviously by publishing metadata as a web data catalogue (a so-
called GeoNetwork node). But a supplement to this will be announcements and news feeds as normal 
webpages. All WREA departments are likely to have a need to do this. 

Traditionally creation of new webpages and updating of existing pages required some programming 
skills and knowledge of HTML syntax. The emerging Contents Management Systems (CMS) among 
which Joomla may be the most widespread makes programming unnecessary. 

It is recommended that at least three staff members in each WREA department and one or two at each 
PWREO has been trained in Joomla to such an extent that they can implement simple text, images, 
hyperlinks and some Joomla extensions, including RSS feeds, as part of the WREA website. A 
document describing rules and roles for uploading to the website shall be prepared.  

Recommendation 5: All networking within WREA and at PWREOs is wireless 
There is already a trend towards wireless LAN within WREA and this trend is recommended to be 
accelerated so that all intranets, both at WREA and at PWREOs, are wireless at the end of 2011. 
Cables (fibre optics) may still be needed for interconnections between buildings. 
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To achieve this goal a number of wireless access points (WAPs) must be procured and installed. As a 
rule of thumb up to 30 computers within a range of 100 meter from a WAP can be served but special 
conditions like walls that do not allow radiofrequency signals to penetrate may reduce these figures. 

It is recommended that WAPs are bridged via fibre optics (only at WREA), that they follow the IEEE 
802.11 protocol and that encryption and password protection is implemented. Some older computers 
that do not support wireless networking, especially some desktops, should either be equipped with a 
wireless network card or replaced with modern computers. 

Recommendation 6: Better Internet bandwidth 
At present most WREA computers are connected to the Internet via the Cabinet servers. The 
bandwidth of this ADSL connection is 1.5 Mbps (download) and 0.5 Mbps (upload)1, which were 
considered adequate by most respondents during the interviews. However, a substantial number of 
users are connected by dial-up lines or wireless access points with much lower bandwidth. Some 
divisions, such as the remote control division under WERI, have special bandwidth requirements 
(download of satellite imagery in the case of WERI). 

It is recommended to connect buildings on the WREA premises with fibre optics and to let everybody 
be served by one broadband connection to one internet service provider (ISP) at a total bandwidth not 
less than 3 Mbps for download and 1 Mbps for upload. A simple doubling of the equipment and lines 
at the Cabinet supplemented with fibre optics between buildings would accomplish this. Keeping 
WAN connections at one central place (the server room at the Cabinet) simplifies web server 
maintenance and firewall configuration. In the provinces options for increased bandwidth depend 
heavily on the presence of service providers and must be evaluated for each province individually. 

Recommendation 7: Databases are shared in one copy only (except for backups) 
The classical problem with several users each updating their copy of a database is of course that these 
copies become different over time. This problem must be solved. The best way is to share one copy 
over the intranet (LAN). Securing this to happen comes high on the list of items in the job description 
for a database administrator who must be appointed for each database within WREA. Also on the job 
description is administration of user access rights and daily backup of the database. Recommendation 
3 (file sharing) is a prerequisite for use of one database which is distributed. 

Recommendation 8: Special Equipment procured 
The role and responsibility of WREA includes dissemination and publishing of environmental 
information. This will often involve training sessions, conferences and similar for a wider audience. 
Recommended equipment that facilitates this includes: 

• Touch board (or interactive whiteboard) 
• Sets of wireless headphones and speakers (for simultaneous interpreting) 

2 Procurement Plan 
Some of the recommendations proposed in the previous section involve procurement: 

• Recommendation 2: Antivirus with automatic updates on all computers would require WREA 
to set aside an annual amount to cover expenses for automatic updates. When bought for 
home use typical prices are 10-20 USD per computer per year for a high quality service. 
Much better price levels are obtained by procuring a corporate license for WREA. With 200-
500 computers the annual costs might be as low as 2-4 USD per computer with this 
arrangement. See for example www.antivirusprice.com/  and http://www.f-
prot.com/products/prices/price_win.html. The procurement can start immediately. 

                                                      
1  The Cabinet maintains a similar connection used for the WREA website. 
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• Recommendation 3: File sharing in all departments and central backup requires procurement 
of some file servers, which may be normal computers with high capacity hard disks and low 
quality monitors. An alternative is a server with a dedicated operating system. The 
procurement can be gradual, but should probably amount to around 7 – 10 servers during 
2011. A typical investment cost will be 2-3000 USD per dedicated server and 1000 USD for a 
non-dedicated. An attractive alternative to file servers are the more and more popular network 
attached storage (NAS) systems. Below is shown typical configurations of a normal computer 
acting as file server, a dedicated server and a NAS. 

Component Non-dedicated file server Dedicated file server NAS

CPU CPU: 32 bit, ~3.2 GHz CPU: 64 bit, dual/quad core, ~3.2 GHz RISC 

RAM 4 GB RAM: 8-12 GB  

Hard disk 1 TB Hard disk: > 1 TB, consider RAID level 1 or 10 500 GB – 4 TB 

OS:  Windows 7 Windows 2003 or Windows Server 2008 NFS or SMB/CIFS 

Price level 
incl. UPS 

~1100 USD 2-3000 USD 200 – 1100 USD 

 

 

Figure 1 A NAS needs no keyboard and display 

• Recommendation 5: All networking within WREA and PWREOs is wireless will require a 
backbone cabling between buildings (at WREA) and a number of WAPs (at WREA and 
PWREOs). If fibre optics is chosen, the price level for cabling, including rollout, might be as 
high as 5,000 USD (around 1,500 USD per building). The unit price for a WAP ranges from 
40 to 150 USD, each serving up to 30 computers. With around 250 computers totally this 
amounts to an investment of 400 – 1500 USD. Further some older computers might need a 
wireless network adapter but at a relatively moderate price. Total investment for cabling, 
WAPs and wireless adapters will be in the range 7 – 10,000 USD (including 1 WAP per 
province). 

• Recommendation 6: Better Internet bandwidth will require at least a doubling of fees and 
installation charges to the ISP (Internet Service Provider), which at present is ETL. ETL 
offers ADSL with 1.5 Mbps (download) / 0.5 Mbps (upload) at 3,200,000 Kip/month and a 
650,000 Kip one time charge for installation2. The Cabinet maintains two such connections. 
ETL also offers 2Mbps high speed Internet lease line (HIL) at 17,500,000 Kip/month and 
7,500,000 Kip for installation. Other ISPs in Lao is Lao Telecom, tiGo and Planet Online3 
Upgrading the connection speeds must be accompanied by upgrades of the existing 
equipment in the server room at the Cabinet, roughly estimated to cost 2,000 USD. 

• Recommendation 8: Special Equipment procured. Based on a few internet searches a touch 
board seems to cost between 1,000 and 3,000 USD. Wireless headphones and speakers cost 
around 1,000 USD per set. An example of specifications for a 1,500 USD touch board is: 

                                                      
2  Figures taken from http://www.etllao.com/service/adsl.html See also: www.retire-asia.com/lao-communications.shtml  
3  http://www.planetonline.laopdr.com/ gives an overview of prices. For example, wireless broadband starts at 500,000 kip/installation and 

4,500,000 kip/month for 1Mbps (download), 0.5Mbps (upload). 
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SMART Board SB660 interactive whiteboard 
Size 139.1 cm × 105.4 cm × 13.0 cm. Active screen area: 130.2 cm × 97.5 cm 
Weight 9.9 kg 
Software SMART Board software, including Notebook™ software. Free software upgrades 

are available at www.smarttech.com/support/software/index.asp 
Pen tray Optical sensors in the pen tray detect when a pen or eraser is lifted from the tray. 

LEDs show the active tool. 
Pens and 
eraser 

Black, blue, red and green Whisper-tip™ pens and a rectangular eraser 

Resolution Touch resolution is approximately 4000 × 4000 
Screen 
surface 

The hard-coated polyester surface is tear proof, optimized for projection, 
compatible with dry-erase markers and is easily cleaned with whiteboard cleaner 

Digitizing 
technology 

Analogue resistive 

Frame finish Two-tone grey (approximates Pantone® grey 18-0601) and Ultrasonic Chrome 
(approximates metallic Pantone 877c) 

Wall-mount 
bracket 

Supports the interactive whiteboard when mounted to a wall 

Computer 
connection 

4.9 m USB 2.0 cable 

Power 
requirements 

1.5 W taken from the computer through the USB cable 

Warranty Five-year limited equipment warranty upon registration 
NOTE A digital projector is not included with these models of SMART Board 

interactive whiteboards. To take advantage of all interactive features, you must 
integrate a digital projector (LCD) 

 

If all recommendations are followed the total investment and running costs is seen to be as 
follows. 

 

Recommendation Investment [USD] Running costs [USD/year] 

2: Antivirus  1,000 

3: File sharing 8,000  

5: Wireless 8,000  

6: Bandwidth 2,000 5,0004 

8: Special equipment  3,000  

Total 21,000 6,000 

Specific procurement rules applicable to Lao Government institutions must obviously be 
followed. At least three bids must be provided per item procured and procurements over a certain 
cost limit must be put into tender. 

                                                      
4  Calculated as 12×400 USD as fees to ETL and 200 USD/year for a DirectAdmin (www.directadmin.com) license 
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Annex 1: Questionnaire Answers for IT at WREA 
This annex documents the three questionnaires used to map the existing IT situation at WREA and a 
summary of the answers collected from interviews held during the 2nd half of January 2011 and early 
February. 
Questionnaire 1: Hardware and Networking at WREA 

 Question Summary of Answers5 
1 What is the number of staff (permanent and 

temporary) in your department? 
DoE:54; DESIA:80; WERI:49; DMH:85; 
DWR:47; Cab:31; GMS:22 

2 How many computers are working and connected 
to a LAN in your department?

DoE:46; DESIA:32; WERI:9; DMH:100; 
DWR:30; Cab:29; GMS:10 

3 Which type of LAN is implemented in your 
department? (Ethernet w/cables, wireless, other) 

~60% cables; 40% wireless 

4 How many hubs for the LAN are installed in your 
department? 

Total ~33 

5 Does your department supervise any WAN 
equipment (firewalls, routers and switches)? If so, 
which types? 

Only a few routers for wireless access 
point and dial-up lines to tiGo and ETL 
besides the 1.5/0.5 Mbps line at the 
Cabinet 

6 How many servers (file servers, database servers, 
web servers etc.) are there in your department? 

Only Cabinet has real servers (2); DWR 
has plans for a file/database server  

7 How many printers are there in your department? Total ~75 
8 How many of these printers are shared using a 

LAN? 
Apparently only at DMH (20), DoE’s 
Climate Change Office (3) and at GMS (3) 

9 Are files (for example Word documents) shared 
among users by using a LAN or are they copied 
from one computer to another (using for example 
memory sticks)? 

Only Cabinet does; others plan to do it 

10 How many computers in your department have 
internet access? 

~99% 

11 Does any special equipment (plotter, colour laser 
printer, scanner, stereo plotter, digital camera, 
handheld devices, LCD projector, touch board, 
wireless headphones, wireless microphone, 
wireless speaker, GPS, RAID systems etc.) exist in 
your department? If yes, which types? 

Plotters (4); Colour laser (5); Scanner (11) 
Camera (10); LCD (9); GPS (6);  

12 Are users complaining on too low speed of 
services, especially web services? If yes, what is 
the main bottleneck for these services? 

Those connected to Cabinet servers are 
reasonably satisfied; those with tiGo and 
dial-up ETL makes strong complaints 

13 Any other observations regarding hardware and 
networking in your department? 

Need for: file sharing / broadband (so 
satellite images can be downloaded) / 
wireless / UPS6 

 
Technical Terms 
LAN Local Area Network. Cables or wireless connections that link computers to each 

other within the premises of one organisation or within one building. 
WAN Wide Area Network. Computers connected via telephone lines, satellites etc. over a 

wider area such as the global Internet. 

                                                      
5  DoE: Department of Environment; DESIA: Department of Environmental and Social Impact Assessment; WERI: Water and 

Environment Research Institute; DMH: Department of Meteorology and Hydrology; DWR: Department of Water Resources; GMS: 
Greater Mekong Sub-region (Secretariat).  

6  UPS: Uninterruptible Power Supply 
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Hub Device for connectinzxg cables and computers together and making them act as a 
single network segment. Typically a hub has 8, 16 or 24 ports. 

Firewall Device that is configured to permit or deny network transmissions based upon a set 
of rules. It protects computers inside an organization from e.g. internet intruders.  

Router A router distributes data packets to different network segments depending on 
addresses in each packet. 

Switch A device that connects network segments. A switch is more intelligent than a hub. 
File sharing A LAN allows folders and files on one computer to be visible on other computers. 
Database 
sharing 

To avoid inconsistent updates a database should always be stored on one computer 
only (except for backups), but shared by many users on a network. 

Internet 
access 

Internet access allows a browser to show web pages stored on any web server, 
typically by sending requests through a LAN to a firewall.

Touch board or interactive whiteboard, is a large interactive display that connects to a computer 
and projector. The projector shows the computers display on the touch board and 
its contents can be manipulated using fingers to activate or drag items on the board.

GPS Global Positioning System. A device (usually handheld) that registers the 
geographical position (e.g. longitude/latitude) of itself from satellite signals. 

RAID Redundant Array of Independent Disks. Technology that combines multiple disk 
drives into one logical unit, where data are distributed across the drives to prevent 
data losses. 

Questionnaire 2: Databases and Software at WREA 
 Question Summary of Answers 
1 Is your department providing data to any databases? 

If so, which databases and which types of data are 
you providing? 

Apparently only at DMH (weather data 
and water levels) and at DoE/Pollution 
Control Division who provides 
environmental monitoring data 

2 Are any databases being maintained and hosted by 
your department? If yes, what are the names of these 
databases? 

Web mapping at DoE/EDIMS; ESIA: 
EIA certificates; several Excel 
repositories and GIS were mentioned 

3 How many of your staff members are regularly 
interrogating databases or preparing reports from 
databases? 

Except at DMH (50) and DESIA (10), 
very few; max. 1 per division 

4 How many of your staff members are regularly 
updating databases? 

None except at DMH (20), DESIA (10), 
DoE/Pollution Control (1), Cabinet (3) 

5 If your department maintains one or more databases, 
are query results from these databases used by 
WREA staff outside your department? ____ (Y/N). 
If yes, which agencies are using your data? 

Cabinet, DoE and WERI seems to use 
ESIA data; Cabinet, DWR, DOE, 
WERI, GMS use DMH data 

6 If your department maintains one or more databases, 
are query results from these databases used by staff 
outside WREA? ____(Y/N). If yes, which agencies 
are using your data? 

DMH data are used by more than 10 
institutions; NUOL7 have asked DESIA 
and DoE for data; so has MAF, MIC, 
MPWT, MEM8 and National Assembly; 
DESIA has produced a tourist map 

7 If your department maintains one or more databases, 
does one of these databases exist in more than one 
copy (except for backups)? ____(Y/N). If yes, how 

No 

                                                      
7  National University of Laos 
8  MAF: Ministry of Agriculture and Forestry; MIC: Ministry of Industry and Commerce; MPWT: Ministry of Public Works and 

Transport; MEM: Ministry of Energy and Mines  
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do you synchronize data between the copies after 
updates have taken place? 

8 Which type of new data would you appreciate most 
to be made easily accessible from your computers in 
order to support your daily work? Examples would be 
water quality monitoring data, maps with location of 
industrial discharge points, data on tailing dams, 
population density maps and many, many other 
datasets.  (You may mention more than one type). 

Air/water/soil quality; solid waste data; 
high resolution imagery and a digital 
elevation model (DEM) for all of Lao; 
tourism data; energy monitoring 
database; impacts from existing projects; 
land-use maps including investment 
areas 

9 Is your department using any kind of modelling tools 
(for example hydraulic models, water quality models, 
atmospheric models and decision support systems)? 
____ (Y/N) If so, what are the names of these 
modelling tools? 

DSF, ISIS, SWAT, IQQM, Mike Basin 
(WERI), MAGICC and similar from 
IPCC (DoE Climate Change Office); 
HyMet, HYCOST, CLICOM (DMH)9 

10 Besides MS Word and Internet browsers, which 
types of software are most commonly used in your 
department (you may tick more than one option): 
a. MS Excel 
b. MS Access 
c. PowerPoint 
d. Google Earth 
e. Google Maps 
f. GIS. If so, which? ArcGIS, ArcView, MapInfo, 

other: _____________ 
g. Software development tools. If so, which? Visual 

Studio, Joomla, SQL Server, PHP, MySQL, 
other: ___ 

h. Other software types being used. Please 
specify:___ 

Excel; PowerPoint, Google Earth and 
ArcView on top of the list. But also: 
Google Maps, ArcGIS, Joomla, 
Dreamweawer, MySQL, PCI, ERDAS, 
PageMaker, PhotoShop and Geometrica 
 

11 Approximately which percentage of all computers in 
your department have antivirus software installed? 
_____ (0-100%).  Which percentage of all computers 
in your department have antivirus with automatic 
updates installed? _____ (0-100%). 

All claimed antivirus to be installed 
everywhere, but none except very few at 
DMH, DoE and DESIA seem to have 
invested in automatic updates (and if so 
on a private basis) 

12 Is your department in the process of procuring new 
types of software? If so, which types.  

DoE/CC Office plan to use DSSAT and 
LEAP10; EDIMS tests GeoNetwork 

13 Any other observations regarding databases and 
software in your department? 

High need for antivirus updates; and for 
willingness to share data and maps.

 
Technical Terms 
Database A relational database is a set of tables and nothing but tables. The tables can be 

linked to each other, usually as 1-many relations. An example is a water quality 
database that needs four tables: Monitoring stations, Samples, Observations and 
Parameters. Links in this case would be: 

                                                      
9  DSF: Decision Support Framework; ISIS: Hydrological model from Halcrow; SWAT: Soil and Water Assessment Tool (software 

developed by US Department of Agriculture);  IQQM: Integrated Quantity and Quality Model (river basin model developed in 
Australia); MAGICC: Model for Assessment of Greenhouse gas Induced Climate Change; IPCC: Intergovernmental Panel on Climate 
Change; HyMet: Hydrology/Meteorology model; HYCOST: Small-Scale Hydroelectric Power Cost Estimates; CLICOM: WMO’s 
Climate Computing Project 

10  DSSAT: Decision Support System for Agrotechnology Transfer; LEAP: Long-range Energy Alternatives Planning system 
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 Monitoring stations → Samples 

 Samples → Observations 

 Parameters → Observations 
– all as 1-many relations. 

Update A database update means one of these: Add a new row to a table, Delete a table 
row or Change the contents of a row. Changes to table structures are usually not 
considered as an update but is rather a database design issue. 

Query A database query is a table created dynamically as a subset of one or more other 
tables or queries. Queries are defined using the language SQL. 

Data provider An organisation that collects input to a database.
Google Earth 
and Maps 

Two software packages from Google, 3D and 2D respectively, that include satellite 
imagery of the whole planet (and more). 

GIS Geographical Information System. A combination of digital maps (vector or raster) 
and a database. Examples are the ArcXxx products from ESRI. 

Visual Studio A suite of web software development tools from Microsoft 
Joomla! A free and open source content management system (CMS) for publishing content 

on the internet and intranets without programming 
SQL Server Microsoft’s flagship database product 
PHP A widely used, general-purpose scripting language that was originally designed for 

web development to produce dynamic web pages, but that now is more general. 
MySQL A system that runs as a server providing multi-user access to a number of databases

 
Questionnaire 3: IT related Human Resources at WREA 

 Question Summary of Answers 
1 Can everybody in your department use word 

processors to prepare reports? __ (Y/N) 
Yes 

2 Can everybody in your department copy files and do 
similar tasks with Windows Explorer? __ (Y/N)

Yes 

3 Can everybody in your department use a browser to 
surf the internet? __ (Y/N) 

Yes 

4 How many of your staff members are regularly 
using other software than Word, Windows Explorer 
and an internet browser? Which types of software are 
they using? 

Excel, PowerPoint, ArcView, image 
processing software, IPCC software. MS 
Access only at DMH and EDIMS. 

5 How many staff members can assist users with 
printer problems? 

~25% of the divisions solve printer 
problems themselves 

6 How many staff members can assist users with 
network problems? 

~20% of the divisions solve network 
problems themselves 

7 How many staff members can install new software? ~30% of the divisions can do it 
8 Is some staff responsible for any databases you may 

have in your department? 
Only in DMH, DoE/Poll. Control and in 
DESIA 

9 Is anybody responsible for taking regular backup of: 
Servers / Databases / Individual client computers

Servers: only at the Cabinet; Databases: 
DMH only; Clients: ad hoc or none 

10 Is some staff designated to be responsible for clean-
up after a virus attack? 

None, except at DMH and DWR 

11 Has staff in your department participated in any IT 
related training during the last 12 months? If so, 
which type of training? 

Some at DWR and DMH were trained in 
Joomla recently 

12 Did your department conduct any IT related training Only DMH mentions basic computer 
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during the last 12 months? If so, which type of 
training? 

use training 

13 Are any of your staff appointed as: Web master / 
Database administrator / Network administrator / 
Software developer 

Cabinet and WERI has a web master; 
DoE/climate change office has a 
network admin.; DMH has everything 
except software developers 

14 Please state any other comments or observations that 
relate to IT skills and human resources in your 
department 

High need for network and database 
administrators; more database design 
training 

 
Technical Terms 
Word 
processor 

Application software to create and edit documents, like MS Word and many other 
packages.. 

Internet 
browser 

Software package to navigate between and display web pages interactively 

Windows 
Explorer 

A file manager application that is included in Microsoft Windows operating 
systems. It provides a graphical user interface for accessing the file system. 

Backup Make copies of data so that these additional copies may be used to restore the 
original after a data loss event. 

Web master A person responsible for maintaining one or more websites. The duties of the 
webmaster may include ensuring that the web servers, hardware and software are 
operating accurately, designing the website, generating and revising web pages, 
replying to user comments, and examining traffic through the site. 

Network 
administrator 

A person responsible for the maintenance of computer hardware and software that 
comprises a computer network. This normally includes deploying, configuring, 
maintaining and monitoring active network equipment. 

Database 
administrator 

A person responsible for the design, implementation, maintenance and repair of an 
organization's database. 

Software 
developer 

A person that designs, programs and tests new software. 

Client 
computer 

All computers in a network, which are not servers, are client computers. 
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Annex 2: Targets for IT at WREA and PWREOs 
The list of targets below shows recommendations for what should be achieved at the end of the year 
2011 within the seven departments: DoE, DESIA, WERI, DMH, DWR, Cabinet and the GMS 
Secretariat. Mostly the recommendations apply to PWREOs as well. 

Hardware and Networking 
1. One computer per staff member (except in very special cases)  
2. All computers connected to a LAN 
3. In general LANs are preferred to be wireless 
4. All computers offer Internet access 
5. WAN bandwidth is sufficient to do normal web surfing, sending emails, download files and 

images, using voice traffic (such as Skype) etc. Table 1 below summarises actual 
measurements of bandwidth available to one user on Friday 14th January 2011, but these 
figures are likely to decrease as more users starts to use more advanced web applications. The 
figures seem to be almost ok but slightly lower than desirable. At present the server room 
under the Cabinet has two outside lines, each with 1.5 Mbps download bandwidth and 0.5 
Mbps upload bandwidth. Doubling the bandwidth over the next year or so should be 
considered. The chosen Internet Service Provider (e.g. ETL) can do that. 

6. Recommended number of servers at WREA:  
a. File servers:   1 at each dept. Capacity: >1 TB hard disk 
b. Database servers:   1 for WREA Capacity: Moderate 
c. Internet servers:   1 for WREA  Capacity: at least 3-4 Mbps 
d. WREA Web server  1  Capacity: 1.5 Mbps 

7. Recommended number of printers shared on a LAN: 
a. standard laser printers:  1 per division 
b. colour laser printers:  1 per department 

8. All users use shared files. That is a user has one or two network drives in addition to local 
hard drives and a CD or DVD drive, such as an S: drive to store shared documents and a P: 
drive for read/only files (for example programs). The S: drive (which actually is a folder on 
the file server) is backed up every night or evening except weekends and holidays. 

9. The following special devices have been procured by WREA: 
a. 1 touch board  
b. 1 set of wireless headphones and speakers 

Databases and Software 
10. Joomla is installed on at least two computers within each WREA department and on one at 

each PWREO 
11. GeoNetwork is installed on the WREA web server 
12. DirectAdmin is installed on the WREA web server 
13. These WREA databases that at present exist in more than one copy must be merged and the 

synchronized version made available on one database server: 
a. EIA 
b. Web Mapping baseline data 
c. Water quality data 

14. These databases are made visible on the LAN such that they can be updated by authorized 
staff and queried by all staff: 

a. EIA 
b. Web Mapping baseline data 
c. Water quality data 

15. These databases are made visible on the LAN and Internet for updating by authorized 
staff and querying by all visitors to the WREA website: 

a. Web Mapping baseline data 
b. Water quality data 

16. This list of new datasets have been made complete and are regularly updated by the listed 
departments: 
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a. Water, air and soil quality (DoE) 
b. Solid waste (DoE) 
c. EIA projects and inspection results (DESIA) 
d. Satellite imagery, a DEM and better coverage of existing vector maps (DoE) 

17. The following software packages and application programs has been procured by the 
listed WREA departments and implemented and launched via the LAN: 

a. SPSS (One license for DoE, one for WERI and one for Cabinet) 
b. IPCC software (DoE/CCO and others) 
c. Other climate forecasting tools (DMH) 
d. Google Earth (all) 

18. All departments and PWREOs subscribe to automatic updated antivirus software and all 
computers in each department have this software implemented  

IT related Human Resources 
19. All staff members at WREA and PWREOs are trained in general use of Windows 

computers 
20. At least 2 staff members in each department of WREA and one at each PWREO are trained 

in a CMS11 (preferably Joomla) 
21. At least 2 staff members in each department of WREA that act as data providers are trained 

in encoding metadata into GeoNetwork 
22. Each department and PWREO has prepared a job description for an existing or new 

employed staff member who will assist the department or PWREO as a general network 
administrator. More than one department at WREA can share such a resource person but 
the total number of network administrators should not be less than three. The job 
description may include at least these skills and tasks: 

a. Maintain access rights for users and user groups on the network 
b. Administrate shared resources: file folders, printers and internet access 
c. Install new software 
d. Solve printer problems 
e. Ensure antivirus software being updated 
f. Assist in clean-up after a virus attack 
g. Take backups on a regularly basis of file and database servers  

23. Each WREA department and PWREO has set aside an annual amount earmarked for IT 
training of selected staff. 

Table 1: Bandwidth of the WREA Internet connection as observed at 
different times of the day on Friday 14th January, 201112 

Time Download Speed [Mbps] Upload Speed [Mbps] 
9:10 0.81 0.22 
11:20 0.82 0.27 
12:40 0.84 0.29 
12:45 0.65 0.14 
12:50 0.87 0.25 
14:20 0.76 0.26 
14:23 0.45 0.15 
14:40 0.87 0.18 
14:45 0.88 0.11
15:40 0.82 0.17
16:20 0.84 0.24 
16:45 0.86 0.21 
17:00 0.88 0.27 

 

                                                      
11  Content Management Systems are used for publishing content on the internet and intranets without programming 
12  Measured by the Speed Test tool at http://bandwidth.com/  


